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19 19%E 29), VA AR 8 Fu
SHI AW AR FE2AILE BEA QA UTH<Y 215,

1) Snowden(2013.6.10.), ‘Code Name ‘Verax’: Snowden, in Exchanges with Post Reporter, Made Clear He
Knew Risks.’, The Washington Post.
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ARE FEsle A 28, AR AfFAHdata owner)2} AAF7HS #s=
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<38 2-2> G|O|EH|O|A AAROA ME|A XS

] dutdg oz dlo]EMo] A|2ElY] MH|2 AFAKService Provider)= AME(data)E
75k Al owner)ol& Al&Hlo] Ao(query)E dh= AM(client)]E T2

Bl AE]AE QA0 5 HdF oz 53l HolHE B33lEHA ok
o o]yt H53 HAo| NYstA H+= #E| A administrator)= H|oJE] ApA|Y 2 9
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2 (key management) 7|HES F AYAE Ye e FESH WOl A|RE A
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|Enc(M;) |

S [encn)

G (+ x)

Enc(M; + M)

<13 23> SHYBO| Y

o <y 2:3>3} o] WE M, M, & TILSI ASE Ehe(i),

oA SI& ul, o] F USRS HIIBIA GI% F WEES TF (M, + M)l o

NS Enc(M, + M) olvt 7 B 3 (M, X My) o] &7 Ene(M, X M,)<

T, o] YERES olke WEL CEAY FH qel JEEW $UF 2
g TY5a gdold, ol BIsHE BB ANE UL §F A} 59
# ke 92 5 gt 953 Pl

o <Y 2-4>9} o] AFE Y EE ES(Boolean Funcions) I4HS viELY =%
FXOR)H =T F(AND)L.Z R3T I v A vIAZ2 JEstd dolHy
E BoglelA] ¢ga tAle FA4lo] 7hest s3UsY Ves s, A

Zrolut ZIAIskE 5 vFe it R TbsstAl "ok

o

A|B|— |y5|Y1|YZ|Y3|Y4|Y5|Y6|Y7|Y3|Y9|Y10|Y11|le|Yl3|Y14 Yis
ofo of1fof1]o]l1]o]1]o]rfof1]o]l1]o0]1
0|1 ofof1f1flo]Jo]l1]1]o]of1|[1]o]lo]|]1]1
1o ofofofofl1]1]1]1]o]ofofofl1]|]1]1]1
1 1 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1

Yo=A-4 Ys=(4-B)

Yi=(4-B) Yo =(4-B)+(4-B)

Y;=(A-B) Yio=(A-B)+(4-B)
Y;=(4-B)+(4-B) Yi=(A-B)+(A-B)+(4-B)

Yi=(A-B) Yi2=(A-B)+(A-B)
Ys=(A-B)+(4-B) Yis=(A-B)+(A-B)+(A-B)
Ys=(4-B)+(4-B) Yis=(A-B)+(A-B)+(4-B)

Yr=(A-B)+(A-B)+(4-B) Yis=(A-B)+(A-B)+(A-B)+(A-B)
<d&l 2-4> XOR, AND J2|1 NOT AO|EZ H?{%t Boolean Functions

H <a¥ 2-5>9F Zo] HloJE At HlelH v‘i“ﬁ% o] #)sts HlolE
A2 & u, dolE LfAle dolEHE T3S}t HolH



24 () 2
=3 HIOIH
Enc(M,) Enc(M,,_4)
Enc(My) | Enc(M,,)
 Enc(f (M)
ot ot 24 ZAD)
olole A&|Xt HIO|E 22Xt

<18 2-5> P=stEl JEj0AS HO[H 24

%Eé}odo 2;4 A EE A7)k AuolofdE
o 7

o ¢E% olg L FEo] Ihedth AU dEe UM dFEst HEdHs
(password)L} T THoll A ARSShE ool 22 ©edt 1S o] 2 Aotk
2AY e HE7] YS(symmetric key encryption), 3AItlE FH7] ¥o
(asymmetric key encryption)Z & = S Aolth g WX FF &
v 4Ny dseta B9

15 SHYZ2 FAP4

[ 538¢E+ 19789 RSA 459 AR F F W< Rivest, Addleman®} MITY
Dertouzos’} &EFO 2 A<%3t =& RADSNA HZEE A7) HIALE AAEL

4y olstolAEE SelBaATe FadE 225000110 AR EEIE A% AA(HA
sy aokslgn.
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slolHAE wESEA $AtL AL W FYIEES AT A ed

0 5393t GE8d YU F9T 5 Qe e FR weh FEFIYE
(partial homomorphic encryption)} -f$H5 & ¢35 (somewhat homomorphic encryption,
SHE)Z U&= ok AR 718 dE] AME-%= RSA®F ElGamal® FA4A%HS &

313 AefollM Fad 5 doEE FEFINSY] dFQ wAlTEdEeta

T A

o 1982d i Hzxo FH /Mt $E < Goldwassser-Micali82 =7 %= 59
Sd HiEHY = FXOR)ALS HEST Hx] F S BESE o

=

= 1998 2 E Okamoto-Uchiyama 2713} ©]|Z 7§43} Paillier00 27

gk fot

= T Ao

o ¥HA RAD78oA AAE 2712 tEsgh AejolA QAR g4s 27 3
T A BAAZA o]F o]&std oo Aks st dEjolA AT
T ATk ol FAG Ao AL Tl wAlY RO o]Folxl tE)
Ao FAG F 7] ol

o et RAD78 AAE 2L BEF FZo] Hal, 23]# Boneh-Liptond6x] &
TEYEIL Evbssite As SWsele WY dFEcl v S3EHUTL
olF HFHAOEE A 1 FIAANES BHESIe HIsstre taAzt
(Polynomial Time))el]l 3-Ao] Hth= ZAZ7} Tt

[ 2009 Gentry= +223t AejollA oo Adks 7 wiEd & Sle 5%

5) Rivest, Adleman®} Dertouzos(1978), On Data Banks and Privacy Homomorphisms, Foundations of secure
computation 4(11), pp. 169-180.

6) o8 FHAAole st oY FYulel St BE A
£ {NAND}, {NOR}, {AND, NOT}, {OR, NOT} So°] 2t} 1980
3t TRYEE AH AAsiEe AR AAA T

7) AFE7L FAE Ashed Zele AzE0(n)e] #AY A7) no) b PRt 24 e A

2 2o,

AT 5 Qe ARl

= &
Zuke] NANDY NORE HE



Hio[E A2y 2

tot

12 918 RESI BUE IS MW AT 11

F5E WA Gentry®] FBE UIFH Aatel AT YW A A
Aol A] Mot iR Aste] Behaste] threl Ak Tt o o)t
Qat] BAGH FsAAS AL,

o o] {353 Y5 (somewhat homomorphic encryption, SHE)Z} HF-2+=d|, ©] 3
THUYSE AF-H(bootstrapping)® o]t HAHS Fall FHHOE tFE dAike]
Vel S AT AL olE 53 Y% (fully homomorphic encryption,

O Gentryd] =i °|% B o
7h FA o oA HAUY FIYEE
AR 2011 10t 47192 A=A

o =
N
o
i
ubal
o
Ky
N
)
2
A%
=,
2
>
IS
g
Y

[] 2011 Brakerski-Gentry-Vaikuntanathan®l] &]3} W3 ¥ BGVI1 ZFoA& FHAIA|
A71e &Y 2715 Eole 71l At AFHElol 7Fed w4l At

i
A4S T 4ol A¥(linear) oA A|9(exponential) T2 FAIF
. A% modulus/key-switchingo]g} F2= FAJH o] FAHS & Z
=2 24 3¢ FE

0 2013\ Gentry-Sahai-Water 5°] 54449 Fas 35 =0l 5F FAANS
S o H]§-o] @o] =+ )% SKrelinearization) HAS flol= 71&S 278
o} o]lE &8t FIYSE MY sFUYs FEed, 53] HES 1 A

EZ Agsks diA v wE AFESES 7FsstAl & Ducas-Miccianciol49]
FHEW 22713} Chillotti-Gama-Georgieva-Izabachene162] TFHE 22%7]¢] o]of &3t}

[] 201619 Cheon-Kim-Kim-Song> GlAlZ FA41 ] wrdHolgh= Al
o}s .3} Aol A 7153 &¢HHEaaN)olgH e T3S S WEHh

49 Ae
oA Ho] edate] oj% A=A

r

A =
= A7 dez dsstd 719 olF dEstd drEs dYT #
+ AdEZES A4 (Recrypt)dFA T
9) Homomorphic Encryption, Social Indexing, Smart Transformers, Gestural Interfaces, Cancer Genomics,

Solid-State Batteries, Cloud Streaming, Crash-Proof Code, Separaing Chromosomes, Synthetic Cells.
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3005 Bhe] ARS ol Fa ol vl selel wm&stel shgske) olF A2 3

dzbel AR ek 27 9ge wrh Aok
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N
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the HAE TR A o] FAle BE AL oivl FFEE] Ate] 10u<d
st=glo] 7HE7E Adshe Aot =Y 7S
A T3 AFsAt 5 AAIRE Aste] Badk EopA ¢ B &

BAm ok} 4%
§5o] Ausa Aot

[ ALY, 58798 AL 2ol AA] AldelM 875 Arse F2 AR
o] Axtolt) ol W& olAGF 4 (floating point number)Z X HE 3L ALFSH uf
a&F ot

o HEO|AFHIFE FEH(signe BrsHE 7hrF(normalized significand) 12}l
A= H(exponent) Z ©]F01A JEH oS Eo] —0.1101x2'= 22t - 1101, 4
7} 2Aeth RERE S5 555 Rt dxbE Fola, ArstE vk
= FaExAKsignificand)E EAS=H 12 AFBIEE 31, A4 7| A (base) 2

2 AR E RS
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O AAQFE AHgAe A9 AF87] dstel B4, 92, A% 94 5 A
& A JRE o)gdtel BAL Holshe slgolth @A Bol AHEH
=

EE . o
U gy 9P EZ(Secure token)oll &3t JASHAL Wzh/EA HEWE =F,
T

o AARJNF WAL A AW A% AT ARE7]17] A WH2(ell. Fast IDentity
Online, ©]3} FIDO)C.& FE AT M A2 S HoFE <Oy 2-7>8 AL
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ool The} 2o] olgAle fiol e Ay Wz Age A Be) 9

<# 3-3> O|EAL0| HE Atz HiZ HE/7|HE

O| &X} A5 O|8X} =548 Ot
5 =28 ==X SAX TZEH0{(SDC)
. macrodata . macrodata
microdata . microdata .
(analysis output) (analysis output)
Hi =
R 7S SA®E 2310l 2 A|Ad
QI7tmpY 7 H&(RAS) 33080+ - 5/;8 -
6l0| E{ M E{(RDC) (OAS)
HEy Aol & ZdatsH| A | AfktE | ESE EY | ASHERES
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OJAFAA o] E(decision theory)S ©]-8-3le] £]FR1e] %7 t7} FA7|He] TR}
< A5 A=A JYAE Adste FEE =E2HFS FYsIE it ol
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Disclosure Risk
Original Data
L
@
Released Data
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| @
Utopia Information Loss
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H QO H(Little, 1993; Rubin, 1993), < H&ld 7|HES &8k WHE A A =S
ChPark et al., 2018). APAES] =& B4
ASHRETE U3 AAAEE AAslEe

2008). AA| sHANA B-E A7 s W Folot

R
k1
%0
po
2
=<
3
g
S
<
£.
=3
()

o AdAEE dAERE HAS AlTerE s, dAE E4e Hste] HelEAl

BE MRS gl AENEOR AT SERE A58 F 9k

3.1 CHECHAQ SRt =

O w27 A2le dAE S535H7] st v thAl(multiple imputation)E ©]-8-5F

o TdthAl= AFNM ASgko] A

A @A B (synthetic da)S BHHE B o] A=k, A FHAS AT,

2 ) o)% A4S el o YAl o
ﬁxm FAF ARE o18F + Y= ok AT} Tt Lo] FABY ¥
AL @ A GANG 2 BEikel EPL ALE A8 A9
Atk olg @ wHe FH) Aol s

gol 74 % 9t Tl AuE

o 7 e

SETAE Mol A ZEERRY 2
1

AR, Hepy A2k tAISE Ho

Variables Imputations \ |
c 1.2 m
=) Y.
7 | » observed ——
= r ——— X m
5: e ,//'
o) |y )/;mputed 1
(2]
< * T *
5
<
3 ammn
= —> Yobserved
3 L




O gzl Aades ws}b— sloltjols Thewt P WA BN 2
AR Fe AA(Y,,, = ¥, )8 BEROZ AEee] TR AT oo
dEiAe 448 ArdN RS 3280 2 AnE alsd A Ed.

ole}% ololdols wAsEY B 2ok

o
=

X (safe) Y (risky) X (safe) Y
d p
Y is |
n )/;710 = Yobs n obs Y samp’e
> (¢)
- Y;yn
_ b n
Yere = Yuis o multiple sets
N N {=1,....m
multiple imputation sampling

<38 3-5> LIS Al XeIXtz 4d Oto[C|of

o

T ar
A5 AES 1% Aol AT WerA olgAelAE 4B ATt A
97 etk olgAE 7 AR AEZ U5k AL Faskn ARFAL o

&3t HF SAZFS AR

o ol¢} go] RE W 9 muel tslel AWREE e P A A)
A E (fully synthetic data)e}il gk & AAABAd= FARE AHSHA &
o, dRgE HJBAEE YAde 2FL =
U AR} ol B4 mgow g7
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A EAZT old HIEFZ Y] FFoly EHFo] W IR ¥ =
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L Y= A= & AR S(partially synthetic data) W] o] A|QtE AT
2 Ao Weh Al ko) zpel7) sl
3.2 EEldE 0|83t Xtz Md
(] < Z& A (Generative Adversarial Networks, GAN)S- ©]-83F A dAAE A

4 719 o] At ub ATh(Park et al., 2018).

o GANS] & ololtjole F 7j9] #Als AAAFCZN o U2 &7/ 7|5S
NAEZ 5= Aotk 2glelo)A AL o}g] 1A Discriminator(D)EHE ™
AL dEY Yz om|AE FEIM, Generator(G)Ete= M4 AR FARSH
o2& st Al DE &Fo|=E Feith

0 GANE olgal ABARE AT W vA 67F A4S ARE AdAR
24 olgale WAL AR, onA} opd slolazHolge] Aol 7} o
2E2 99 FAo wEoly onAAY GANel P WA ol g
67 AAE ABARE ol falvl, ARARE wA| ek

— Pl @& olgix|
Real-World Images E(orlglnal image)

Real
... many others 1

Discriminator +— |

Model Loss

Fake

Generator T IH | OI |:|| xl
.(synthetlc image)

Ran
{Noise)

<13 3-6> GANE 0|&%t {3 O|O|X| o

r

o yolr} AR Hu)d A W(Conditional GAN)S ]8435l AAAEE A=
o] AgtEe] Are] 5AS v% & W F A HATHXu et al, 2019).
Aol gt 2y 9 HedS ol8dhe ¢F A W 2R Ardl dise
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Differential Privacy

Data w/ me Data w/o me

How many
people are

from Salmon
Idaho?

10

Noise added
9 or 10?

<12 3-8> XNSHEEDO| OfA

O As8EES 7id olslE #ste] t=2 ol& 4w EAK(Nissim et al, 2018).
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F-‘?l

Alice®} Bob2 A 230 et YLt OS2 of Cfefol| Cisty 2t styol fe
MY AL HE FE S, ofdo 2 Y =7 SOUA= HIo[E{H|oj A0 HI
(access)@ = UAELICt CO|E{H|O[20= 7HQl YEIt ZEE|Of °'7| W20 A7t 8lol=
ol MeteElch 2 AHeE 27| 2sh Alice?t Bob2 7| |X| W{S B4, HOIH
HIO[A0A &2 7Hel ROl AHE 8 SIHE SXISts HIOIE ALE A M| MBRASL
Ch. O[2M ZHAIEE M2|E <Ig O|&A A E 2L ASH L

3E0 Alice= Ol HO[E{H|O]22] FEE 7|dte= oF A7 ZIE TEJYLD, 1 0 "AH
Chst2 3,00582 MYY0l U2, 0|F 202F2 A7 357 &
PgeLtt et W80 ZatEof AFLLt Alice= 7} 3,005F0| Hi= HTH| CHE
& SAE ZEYCLZ O JHRS| R FEE ISHEX| HRUACID FEELCH

CHE © Bob2 CHE EAHE
2aA 3,0048 =, 2017t+7

=
Alice®t Bob2 = Lt HIxPH §EHE ZEIYUSS 2

O|X| Eves &2 XITES0|H Johno| K I H0| ofOfx 110] 350 T3] O|A2 HOEY
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(Wikipedia) Roughly, an algorithm is differentially private if an observer seeing its output

cannot tell if a particular individual's information was used in the computation.

O A5ARREe) 344 Qo thgw 2o dz= sy ge

o ofge] IS Feto A JidS ol & Utk Folx A foll thste
z

= 7je] HlolE
o2 D 2 Do tele] ol 8A7t FHeks AnZol AL BX

o Wl gol
QAT 7% olapt HEE sk Aol ol KE AW Faw wAAw
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e B Azhe 7

o olg) ofg) Igel W T e RS AL BFe] 09 FEE Pt
A2 S WgAA B4 A3gel datel Az AUt 239 weid
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2 o % I AW ASARRSE ATl AL BE w1 Aol A
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Pr(t)

ratio bounded

<13 3-9> AISHEHETO| £6H 4 0|s|

o BT} A3 U8 ARZI BHA /AR BT == 93 =A4 U
3 717 wyo]43], 2013y, ‘BAE =2A0] HASEF AEMEIA, 2016),
‘Statistical disclosure control for public microdata: present and future(Park and Kim,
2016y 2 ASARB T B AFEMIA 9, 2018) T Fud & Yok

O &8 A4 28 Al 3 2oy Z23te AsHRunsed a3 A7d 9,
2018y R ASARES AL A9 ATAVAR ALE, 20195 FuD AU

42 o4& KASEREDT 27|

[ A58 457 35 = DBE 7Hadth 1du A= At
AAEE FHT WRE HHEIFTE A 5 Ut} o= %’45} WS T4 A
X X S (local differential privacy)2tal 3}H, T2 :rL NE TY 7IHelA 1 A
& Weto] EtetA AFEI ok AR # ? | dsit

o SroA AFAHERSE FAL o FArit FS Frteke el gEs o
wotAth =4 i}%‘%EEE AR 5AS 7RIt = 53 ARE 24
SEE T4 ASAHERSE A&t £ A5E & FEE 4% F 8l
th ol H3 ¢ o]§FAE 8= frHY DPR(O]“HH NGB K Sl
Fotsle 5oty s T4 A AHERESE AEsiH YRR A 74
FstA FREM, 1 =2F S AFHOE Ao 5 ok
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[ =4 AHsBEES= Wamer(1965)7F Alotsh= dgfe med o8 v+ 2
d& Sk olsistAl. % HE Hx% @Xé oF k= AR FH 7] A
40

rg
= r ne rlo

o ART AFE e FANT WA 1, 2, 3, 47 e A AR, 5, 60] 1}
om B A% thstel B Ik ARE FYFE AR ALY A%E wam,
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Abstract

For data transaction activation
Preliminary research on building subscription
statistics platform

Junseok Byun, Minjeong Park, Jeonghee Cheon

The age when data utilization becomes a measure of corporate
competitiveness. However, as the use of data increases, the importance of
personal information protection is becoming more prominent. It is time for an
innovative platform to catch the two rabbits, data utilization and privacy. In this
report, we propose a data subscription platform to realize this. The subscription
statistics platform aims to form a safe and efficient data transaction ecosystem
by using homomorphic encryption in the process of data collection and
distribution process, and data information protection after delivery as key

solutions.

Chapter 2 discusses next-generation cryptography and homomorphic cryptography
known as fourth-generation cryptography. Homomorphic encryption has the
characteristic that it can be operated with the encrypted data itself, unlike
existing encryption systems. In 2016, when Cheon-Kim-Kim-Song (2016)
announced a homomorphic cipher called HEaaN, which enables not only addition
and multiplication, but also the third operation of rounding in an encrypted
state, this type of encryption became possible. Homomorphic cryptography has
already been applied not only to traditional cryptography applications such as
military security communications and missile hacking prevention, but also to
general industries such as credit information calculation and DNA analysis. Even
homogeneous machine learning, which performs machine learning in an encrypted

state, is possible.
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Chapter 3 discusses the necessity and methodology of data information
protection. First, to help readers understand the necessity, through examples, the
importance of the concept of measuring exposure risk and information loss is
explained. Data information protection methodology (technology) deals with the
development of BSCA, a confidentiality protection algorithm for providing
reproduction data, differential information protection, and providing a large
number of frequency tables. Furthermore, it emphasizes the need to operate

statistical exposure control guidelines for exports in data center operation.

Chapter 4 describes a data subscription platform that innovatively combines
the above two methods. In this platform, data owners provide
homomorphic-encrypted data to the platform, and data subscribers can freely
analyze the provided data in an encrypted state. However, the final result is
exported with data information protection processing, and personal information is

thoroughly protected during the data collection, distribution, and export process.

The data transaction market is difficult to spontaneously generate due to the
re-provision of data due to easy movement and duplication, and the price gap
resulting from the difference in perspective between the supplier and the
consumer. On the other hand, in the data subscription platform, since the data is
already homogeneous encryption, re-provision is meaningless, and since it is a
membership subscription system, there is no need to negotiate individual prices
between demanders and suppliers. In other words, since market functions can be
started naturally on a secure subscription platform, it is possible to form a data
transaction ecosystem that was not dreamed of due to security and price gap
issues.

Data encryption and data protection processing for various types of exports,
paradoxically, frees data movement and utilization. Homomorphic-encrypted data
is distributed in an encrypted state, so neither the person in charge of the data
nor the administrator can check the information. Data export that has been
verified for data protection controls the risk of personal information exposure.

Free data trading creates an efficient data trading market.

Key Terms: Homomorphic Encryption, Data Information Protection,
Differential Information Protection, Reproduced Data, Data Subscription,
Subscription Statistics Platform, Data Insurance
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